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OfS webinars (Zoom): Full privacy notice 
The Office for Students (“OfS”) is the regulator of the higher education sector in England and has 
certain statutory functions set out in the Higher Education and Research Act 2017. You can find 
more information about OfS and the work that we do on our website: www.officeforstudents.org.uk 

The OfS is committed to protecting your personal information and being clear about what 
information we hold about you and how we use it. 

The OfS holds webinars, events, workshops and conferences to promote its work as a regulator 
and to support its statutory functions. Zoom is the software used to deliver and manage webinars, 
allowing participants to log in and attend webinars at the time or view the webinar later. 

Any personal information you submit when you register with Zoom or log in to Zoom to attend a 
webinar or view a webinar will be stored by, and accessible to, Zoom. Please only submit personal 
data which you are happy to have processed. Here is Zoom’s privacy policy: 
https://zoom.us/privacy 

The OfS is registered with the Information Commissioner’s Office (ICO). Our registration is 
ZA309955 and you can view our entry details on the ICO’s website: https://ico.org.uk/about-the-
ico//what-we-do/register-of-fee-payers/ 

Data controller and Data Protection Officer 

The OfS is the “data controller” of any personal information collected within scope of this privacy 
notice. Our Data Protection Officer (DPO) is the first point of contact for people whose information 
is processed. 

The contact details for our DPO are below: 

Office for Students 

Nicholson House 

Lime Kiln Close 

Bristol 

BS34 8SR 

Tel: 0117 931 7270 

Email: dp@officeforstudents.org.uk  

http://www.officeforstudents.org.uk/
https://zoom.us/privacy
https://ico.org.uk/about-the-ico/what-we-do/register-of-fee-payers/
https://ico.org.uk/about-the-ico/what-we-do/register-of-fee-payers/
mailto:dp@officeforstudents.org.uk


2 

How we will use your information 

We can only use your personal information where we have a specific purpose or purposes for 
doing so. 

The OfS holds webinars for universities and other organisations about our work as the regulator of 
the higher education sector in England. We use Zoom as a tool to hold these webinars and to 
ensure that only those invited may log in to a webinar. 

To achieve the above aims, we will process your personal data for the following specific uses:  

• to send out webinar invitations to individuals, who have signed up to receive our emails, 
and to confirm attendance for invited attendees only; 

• to provide participants with further information about the webinars; 

• to email a post webinar evaluation survey to ascertain how well the webinar was received; 
and to email a link to the recording of the webinar. 

If we would like to use your personal information for a reason other than those purposes set out 
above, we will inform you of this before we start this processing, and we will provide you with 
further information about the new purpose/s. 

Legal basis for using your personal information 

Under data protection legislation, we require a legal basis to be able to process your personal 
information for the purposes set out above. 

In this case, the legal basis is: 

• That processing the personal information is necessary for the purposes of the OfS’s 
legitimate interests [GDPR Article 6(1)(f)]. 

Legitimate interests 

We have a legitimate interest in collecting your personal information to ensure that the OfS has the 
necessary information to host webinars effectively and to ensure that only invited individuals attend 
webinars or view webinars later. 

These webinars will provide opportunities to support our providers and other organisations in the 
higher education sector, and are forums to provide advice, guidance and updates about OfS work. 

Participant lists for OfS webinars 

• The OfS will hold a list of individuals who will be invited to attend webinars. Individuals will 
have the choice to attend the webinar, or to view the webinar later.  

• You will be informed of our privacy policy when you log in to Zoom, and how we are 
processing your personal information. 
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Special category data 

We do not collect special category data for Zoom webinars. 

What personal information we will collect 

We will collect the following personal information: 

For individuals who are logging in live, we will collect the following personal information: 

• name 
• email address 
• job title 
• organisation 
• collecting device and location information 
• IP address 
• local IP (IP of device) 
• network type 
• type of microphone (for presenters) 
• data centre 
• collection type (joining and leaving webinar reasons and times). 

For individuals who view the webinar later, we will collect the following personal information: 

• name and email address 
• collecting date of view. 

Who we share your personal information with 

As your personal information will be submitted by logging in to Zoom, any personal information you 
submit will be stored by, and accessible to Zoom. 

Zoom processes personal data in accordance with its own privacy policy: https://zoom.us/privacy 

Please only submit personal data, which you are happy to have processed, in accordance with 
Zoom’s privacy policy. 

We will not disclose your information to any other organisation except where required to do so as 
part of our functions or by law. 

Where your personal information will be stored 

Zoom is an American communications technology company based in California. Zoom confirm in 
their privacy notice that they are certified with the Privacy Shield, which provides organisations in 
the US with a way of showing that they provide adequate protection to the personal information of 
EU citizens. To learn more about the Privacy Shield, visit here: https://www.privacyshield.gov/list 

Your personal information will be stored in the European Union/EEA. This means that your 
personal information is protected under the GDPR. Zoom, in certain cases, will transfer data from 
the EU. 

https://zoom.us/privacy
https://www.privacyshield.gov/list
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How we protect your personal information  

The OfS is accredited to Cyber Essentials Plus to demonstrate and assure our commitment to 
good practice in cyber security. Within the OfS, the information will only be accessible to 
designated members of our external relations team, IT administrators, and members of 
governance to carry out compliance activities. Here is a link to more information about how Zoom 
keeps its information secure: https://zoom.us/docs/en-us/privacy-and-security.html 

Your rights over your personal information 

When your personal information is collected, you have certain rights in relation to that personal 
information that may be exercised. You have the right to request: 

• a copy of your personal information; 

• inaccurate personal information held about you is corrected; 

• your personal information is deleted; 

• processing of your personal information is restricted; 

• a copy of your information in a format that allows easy transfer “data portability”; 

• that you are not subjected to automated decision making or profiling (if these take place). 

All these rights have certain limitations depending on the request and the purpose for which we are 
holding your personal information. Further information can be found about these rights and our 
processes for handling such requests at: www.officeforstudents.org.uk/privacy/individual-rights-
under-the-general-data-protection-regulation 

Zoom’s privacy policy states that you can request access to personal data from their Privacy Team 
at privacy@zoom.us.  

How long we will hold your personal information 

We are only able to retain a copy of your personal information for as long as it is needed for the 
purposes for which is was collected. Cloud recordings are retained for 30 days, and meeting 
metrics are retained for 12 months.  

If you choose to attend a webinar through Zoom, any personal data processed will be retained for 
as long as is considered necessary by Zoom, and in accordance with their privacy policy. 
Information on how to delete your Zoom account can be found on Zoom’s privacy notice.  

Use of cookies on the OfS website and on Zoom 

Cookies are test files placed on your computer to collect standard internet log information and site 
visitor behaviour information. This information is used to track visitor use of the website and to 
complete statistical reports on website activity. For further information about our use of cookies 
visit: www.officeforstudents.org.uk/cookies or for further general information visit: 
www.aboutcookies.org or www.allaboutcookies.org  

https://zoom.us/docs/en-us/privacy-and-security.html
http://www.officeforstudents.org.uk/privacy/individual-rights-under-the-general-data-protection-regulation
http://www.officeforstudents.org.uk/privacy/individual-rights-under-the-general-data-protection-regulation
mailto:privacy@zoom.us
http://www.officeforstudents.org.uk/cookies
http://www.aboutcookies.org/
http://www.allaboutcookies.org/
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Zoom use cookies to analyse trends, administer and track users’ movements during your visit to 
their website or use of their products, and gather information about you, where you access their 
website or products, how you use their products and services, and to provide you with information 
about Zoom products that you might be interested in. You can find out more from Zoom’s Cookie 
Policy: https://zoom.us/cookie-policy 

Complaints about the use of your personal information 

If you are unhappy with the way in which your personal information has been handled by the OfS 
please contact us via our Data Protection Officer, dp@officeforstudents.org.uk, and we will try to 
resolve your issue informally. 

If we have not been able to resolve the issue to your satisfaction, you can make a complaint to the 
data protection authority. In the UK, this is the Information Commissioner’s Office (ICO); they can 
be contact at: 

Information Commissioner’s Office 

Wycliffe House 

Water Lane 

Wilmslow 

Cheshire 

SK9 5AF 

Tel: 0303 123 1113 

Email: casework@ico.org.uk  

Changes to this notice 

We keep our privacy notices under regular review, and we will inform you of any changes to this 
notice by placing an update on our website, and also by updating our notice box when you log into 
OfS webinars. 

This privacy notice was last updated on 20 May 2020. 
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